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IPv440address completion (run-out)
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see http://www.potaroo.net/tools/ipv4/index.html



http://www.potaroo.net/tools/ipv4/index.html
http://www.potaroo.net/tools/ipv4/index.html

IPv6 drivers

IPv4 Address space completion National IPv6 Strategies

IPv6 in Client Software ﬁ ﬁ Infrastructure Evolution
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economics in play

= basic technical truth about IPv6

IPv6 in the short term will not solvethe
IPv4 exhaust problem .

over the long term the cost per Gbit/s of an
IPv6 system is lower than that of an IPv4

system with NAT.
= the economics of supplying high bit
e —

aate services to IP broadband users are
ey

IPv6 techr_nology provides a sustainable
economical base for internet traffic Price per Megabyte
delivery.

= The long term economics of video
broadband is a business case for IPv6. ... i ]

= |IPv6 will eventually be about services.

to start with it will be about economics that )
IPv4 can’t achieve eg video, mobile o 1
broadband end-points.

Global Traffic Volume




there are services that will run better on IPv6

Infrequent Use Maintaining NAT bindings forrare = NTT IPv6
occurrence events is inefficient service
Intelligent Energy Grid

Universal Reachability of devices in the = Microsoft universal
Connectivity home connectivity

Energy Efficient Many networked applications per = Skype for iPhone

Network PC results in many keep-alives. T
Each needs A power on many from appllcatlon
devices. need for keep-alive

Scalable Data Persistent client/server transport = \Web application

Center connection is needed to keep

NAT open (limiting server scale)

High bit Rate SP margin per bit for NAT versus = Netflix will be
services a competitor without that cost costly. Which SPs extend
bandwidth caps?
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——
bridging into the future

Cisco’s Carrier-Grade IPv6 Framework — engineered to
help service providers:

IPv6 : :
prosper — from accelerated growth and innovation >
prepare — to deliver interoperable IPv6 services >
preserve — IPv4 investments and assets >

IPv4

Today Future




preserve: Carrier Grade NAT44 (CGN44)

= multiple customers multiplexed behind an SP

managed NAT device (a Large Scale NAT) SR
CGN44 multiplexes several customers onto the - OVIOM) L
same public IPv4 address
. . *Ti tion loggi
each customer has unique private IPv4 address «some Set o ALGS
AAA

— NAT44 NAT44
Y @ / N /[ R IPv4
\ [ \ \ ! Internet
\_ IPv4-Privat IPv4-Private
\\ G ﬁ\
@ '3 i
[~ : E

Home Access
Gateway Node BRAS CGN

= NAT44 can be deployed as centralized or distributed function.

= CPE based NAT44 + CGN44 = NAT444 solution



Carrier Grade NAT44 (CGN44)
SP CGN NAT44

Pros cons
* ISPs can reclaim global IPv4 « SP NAT results in margin &
addresses from customers, competitive implications

replacing with non-routable
private addresses and NAT

e addresses immediate IPv4
exhaust problem

* does not solve address exhaust
problem in the long term

« sharing IPv4 addresses could
have user behavioral and
* no change to subscriber CPE liability implications

* no IPv4 re-addressing in home » user control over NAT

 dense utilization of public IP
address/port combinations



preserve: other IPv4 only approaches not
involving NAT

* |[P-on-demand optimization -
ars technica
iIntroduce usage idle-time based g et
mechanism for public IPv4 address B
assignment. release addresses after i e L e O
idle period. (effectively remove e

always-on-service for public IPv4)

= |P address trading

establish market and regulation
registration mechanism

enhance anti-IP spoofing/hijacking
technology and inter-domain routing



IPv4 subnet trading

= today the cost of getting IPv4 address space is low:
Service Provider: RIR membership fee & Registration service fee
end-sites usually receive IPv4 address block from SP as part of service
many SPs already charge end-site for privilege of public IPv4 address

= when RIRs have no more IPv4 address space to distribute:
cost of IPv4 addresses will be higher (today it's close to 0)
SPs may “purchase” IPv4 address space from other org’s

= current IPv4 address allocation mechanisms were not built to support the
dynamic reallocation of subnets

facilitating address trading means protecting against address hijacking /
false announcements etc.

BGP Prefix Validation


http://arstechnica.com/old/content/2008/02/can-an-ipv4-stock-market-stave-off-address-depletion-ipv6.ars
http://arstechnica.com/old/content/2008/02/can-an-ipv4-stock-market-stave-off-address-depletion-ipv6.ars

IPv4 Subnet Trading
Pros cons
 valuation of IPv4 addresses « Market may not materialize, so
may hasten IPv6 adoption by organizations hoping to benefit
encouraging sellers, perhaps may not

more than offsetting costs to
move some or all of their
network to v6

« depending on region, if RIR
doesn’t register transfer, there
may be no route-ability

* receivers of transferred IPv4
address space can prolong

their IPv4 networks

* risk to integrity of routing
system, as RIRs no longer
authoritative for address
records. will BGP Prefix
Validation be universally
deployed in time?

« even more rapid growth of
routing system



prepare: IPv6 VPN

enable enterprise IPv6 unicast and multicast
connectivity across IPv4/MPLS network

IPv4/MPLS Backbone

= configure 6VPE routing/forwarding on existing PE routers; core
routers stay IPv4/MPLS

= addresses current and future IPv6 VPN route table with
business-class SLAs
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prepare: native IPv6 and IPv4 dual stack

= classic RFC 4213 solution
supported by most end hosts OSes

* in the short term deploying IPv6 in dual stack does not
solve IPv4 exhaust ; IPv4 run-out is expected before
full deployment

can be easily combined with NAT44 to offer a solution, while
allowing IPv6 deployment ramp-up.

f\/\\ NAT44

)

| > fm“)
Internet

- - )
IPvd-Private s &? ijsa
IPv6-Public/ Home Access

Gateway Node BRAS CGN

IPv6
Internet

Presen tation_ID © 2009 Cisco Systems, Inc. All rights reserved. Cisco Confidential 15


http://images.google.de/imgres?imgurl=http://www.volteurope.com/images/page_main_images/man_computer.gif&imgrefurl=http://www.volteurope.com/german/kundenservice.htm&h=266&w=261&sz=29&hl=de&start=6&um=1&usg=__aeD4hd1hgP_EQ1SL0Vm1rjueLoQ=&tbnid=-7cpxNlnfiN0NM:&tbnh=113&tbnw=111&prev=/images%253Fq%253Dman%252Bcomputer%2526um%253D1%2526hl%253Dde%2526rls%253DGGLG,GGLG:2006-28,GGLG:en%2526sa%253DN
http://images.google.de/imgres?imgurl=http://www.volteurope.com/images/page_main_images/man_computer.gif&imgrefurl=http://www.volteurope.com/german/kundenservice.htm&h=266&w=261&sz=29&hl=de&start=6&um=1&usg=__aeD4hd1hgP_EQ1SL0Vm1rjueLoQ=&tbnid=-7cpxNlnfiN0NM:&tbnh=113&tbnw=111&prev=/images%253Fq%253Dman%252Bcomputer%2526um%253D1%2526hl%253Dde%2526rls%253DGGLG,GGLG:2006-28,GGLG:en%2526sa%253DN
http://images.google.de/imgres?imgurl=http://www.volteurope.com/images/page_main_images/man_computer.gif&imgrefurl=http://www.volteurope.com/german/kundenservice.htm&h=266&w=261&sz=29&hl=de&start=6&um=1&usg=__aeD4hd1hgP_EQ1SL0Vm1rjueLoQ=&tbnid=-7cpxNlnfiN0NM:&tbnh=113&tbnw=111&prev=/images%253Fq%253Dman%252Bcomputer%2526um%253D1%2526hl%253Dde%2526rls%253DGGLG,GGLG:2006-28,GGLG:en%2526sa%253DN
http://images.google.de/imgres?imgurl=http://www.volteurope.com/images/page_main_images/man_computer.gif&imgrefurl=http://www.volteurope.com/german/kundenservice.htm&h=266&w=261&sz=29&hl=de&start=6&um=1&usg=__aeD4hd1hgP_EQ1SL0Vm1rjueLoQ=&tbnid=-7cpxNlnfiN0NM:&tbnh=113&tbnw=111&prev=/images%253Fq%253Dman%252Bcomputer%2526um%253D1%2526hl%253Dde%2526rls%253DGGLG,GGLG:2006-28,GGLG:en%2526sa%253DN
http://images.google.de/imgres?imgurl=http://www.volteurope.com/images/page_main_images/man_computer.gif&imgrefurl=http://www.volteurope.com/german/kundenservice.htm&h=266&w=261&sz=29&hl=de&start=6&um=1&usg=__aeD4hd1hgP_EQ1SL0Vm1rjueLoQ=&tbnid=-7cpxNlnfiN0NM:&tbnh=113&tbnw=111&prev=/images%253Fq%253Dman%252Bcomputer%2526um%253D1%2526hl%253Dde%2526rls%253DGGLG,GGLG:2006-28,GGLG:en%2526sa%253DN
http://images.google.de/imgres?imgurl=http://www.volteurope.com/images/page_main_images/man_computer.gif&imgrefurl=http://www.volteurope.com/german/kundenservice.htm&h=266&w=261&sz=29&hl=de&start=6&um=1&usg=__aeD4hd1hgP_EQ1SL0Vm1rjueLoQ=&tbnid=-7cpxNlnfiN0NM:&tbnh=113&tbnw=111&prev=/images%253Fq%253Dman%252Bcomputer%2526um%253D1%2526hl%253Dde%2526rls%253DGGLG,GGLG:2006-28,GGLG:en%2526sa%253DN
http://images.google.de/imgres?imgurl=http://www.volteurope.com/images/page_main_images/man_computer.gif&imgrefurl=http://www.volteurope.com/german/kundenservice.htm&h=266&w=261&sz=29&hl=de&start=6&um=1&usg=__aeD4hd1hgP_EQ1SL0Vm1rjueLoQ=&tbnid=-7cpxNlnfiN0NM:&tbnh=113&tbnw=111&prev=/images%253Fq%253Dman%252Bcomputer%2526um%253D1%2526hl%253Dde%2526rls%253DGGLG,GGLG:2006-28,GGLG:en%2526sa%253DN
http://images.google.de/imgres?imgurl=http://www.volteurope.com/images/page_main_images/man_computer.gif&imgrefurl=http://www.volteurope.com/german/kundenservice.htm&h=266&w=261&sz=29&hl=de&start=6&um=1&usg=__aeD4hd1hgP_EQ1SL0Vm1rjueLoQ=&tbnid=-7cpxNlnfiN0NM:&tbnh=113&tbnw=111&prev=/images%253Fq%253Dman%252Bcomputer%2526um%253D1%2526hl%253Dde%2526rls%253DGGLG,GGLG:2006-28,GGLG:en%2526sa%253DN
http://images.google.de/imgres?imgurl=http://www.volteurope.com/images/page_main_images/man_computer.gif&imgrefurl=http://www.volteurope.com/german/kundenservice.htm&h=266&w=261&sz=29&hl=de&start=6&um=1&usg=__aeD4hd1hgP_EQ1SL0Vm1rjueLoQ=&tbnid=-7cpxNlnfiN0NM:&tbnh=113&tbnw=111&prev=/images%253Fq%253Dman%252Bcomputer%2526um%253D1%2526hl%253Dde%2526rls%253DGGLG,GGLG:2006-28,GGLG:en%2526sa%253DN

native IPv6 and IPv4 dual stack

= Broadband PPP Access PPP Session

dual-stack IPv6 and IPv4 sugported over a shared
PPP session with v4 and v6 NCPs running as ships
in the night.

should not consume extra BRAS session state nor
require Access-Node upgrades

note: not all PPPoE clients support IPv6 (eg WinXP)

1Ry 4
L1 A
D

A A

1RuG
\ A

= Broadband IPoE Access

form of supporting in “session” form remains to be
determined. possibilities include.

- two session model, IPv4 and IPv6 independent
sessions.

- L2 session model, IPv4 and IPv6 running on
common L2/MAC session
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e
native IPv6 and IPv4 dual stack

pPros cons

» cost effective long term  continuing to use public IPv4

solution model

* supports legacy (IPv4)
applications

* flexible: can be combined with
NAT44 deployment for

addressing IPv4 exhaustion

* once services are on |IPv6,
IPv4 can simply be
discontinued

doesn’t solve IPv4 exhaustion

IPv6 alongside existing IPv4
infrastructure might cost extra
in terms of opex and hardware
changes

in some forms of dual-stack
deployments or
implementations can lead to
decreased network scalability



T ————
prepare: native IPv6 and large scale AFT64

= deploy IPv6 only end-points

= use AFT64 to connect IPv6 end-points to Internet and
legacy IPv4 user base

: O\ ~L

o m &

Public Servi PDNGW
erving ‘
eNB U Gateway PIEl\)II(I;c

= AFT64:= “stateful v6 to v4 translation” or “stateless IV-VI translation a.k.a IVI”

See also draft-baker-behave-v4v6-framework,
Presentation_ID © 2009 Cisco Systems, Inc. All rights reserved. Cisco Confidential draft-bagnqu-behave-nat64 draft-bagnulo-behave-dn364 and 18



T
AFTG64 translation framework - terminology

= stateful

each flow creates state in the translator. supports only IPv6 host
initiated communication

amount of state based on O(# of translations)
N:1 mappings (like NAPT with NAT44)

= stateless
flow DOES NOT create any state in the translator
algorithmic operation performed on packet headers

1:1 mappings (one IPv4 address used for each translation to an
IPv6 host).

for internet access public IPv4 address pool is required for each
IPv6 host.

supports both IPv6 and IPv4 host initiated communication



native IPv6 and large scale AFT64

Pros cons

» allows IPv6 only clients access « technical viability of IPv6 only
to IPv4 content service (IPv6 stack not enabled

* |Pv6 services and applications o el e,

offered natively to consumers * does not address |IPv4

» SP network runs IPv6 only, SLBOMIEL e

avoiding IPv4 support costs

ALGs required

« stateless technique can be * DNS infrastructure must be
used for IPv4 to IPv6 access modified to support NAT64

« operations & troubleshooting of
transient issues

- stateful NAT has many of the
same implications as NAT44



prepare: IP tunneling

IPv4 tunnel

7
3-8 >~ B3

IPv6 tunnel

/

- — 2

= tetains end-end IP semantics
= in theory requires “touching” only tunnel end-points

= in practice, given today’s transition from IPv4 to IPv6 the different
tunneling approaches represent different philosophies:
IPv6 Services and IPv6 end-point enablement (IPv6 over IPv4)

IPv4 Services and IPv6 as an SP transport (IPv4 over IPv6)

Source: RFC3439
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prepare: IP tunneling
IPv6 in IPv4 — why?

= deployment of fully native IPv6 affects numerous system
components, aka “touch points”

=]

. NMS/Addressing
AAAIDH'SP/Policy « IPv6 Parameters
* DHCPv6
[\/\w /\ A |
s == ;ig
RG Access
Node BNG
User RG Access Node Aggregation Aggregation Core .
* OS v6 Stack * IPv6 LAN » DHCPV6 snooping « ICMPV6 snooping * |Pv6 Stack * IPv6 Routing
* IPv6 WAN * ICMPV6 snooping * IPv6 NMS * IPv6 PE/VPE
* IPv6 NMS « IPv6 NMS * IPv6 Routing

, * IPv6 NMS
* IPv6 Security

= upgrading some components is more challenging than others:
e.g. IPv6 upgrade of Access Node and/or BNG

= tunneling IPv6 over existing IPv4 infrastructure provides a transition solution
which limits the number of “touch points”




Prepare: IP Tunneling
IPv6 Rapid Deployment (6rd) — IPv6 in IPv4

= a form of v6/v4 which traverses v4 aggregation clouds

= http://tools.ietf.org/html/draft-ietf-softwire-ipv6-6rd-02

s for IPv6 traffic destined for the home, the 6rd Relay pulls the
‘m RG’s IPv4 from within the destination IPv6 address

. *

v IM",.~ -~
! . .-- "I..l_

for IPv6 traffic destined to a nearby
6rd user, the RG pulls the target
IPv4 tunnel endpoint from within the
destination IPv6 address

RG IPv4 Address

residence’s IPv6 subnet is constructed from:
ISP’s IPv6 Prefix + RG IPv4 Address + SLA
/64 /128

for IPv6 traffic destined to the backbone, the RG uses the destination IPv4 of the 6rd Relay.

Presentation_ID © 2009 Cisco Systems, Inc. All rights reserved. Cisco Confidential 23
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tunneling
IPv6 Rapid Deployment (6rd) — IPv6 in IPv4

Pros cons
» enables a v6 service to a routed CPE « continuing to use public IPv4
Hser o doesn’t solve IPv4 exhaustion.
* IPv6 can traverse existing IPv4 solution may need to be
!(gfreanset]%ulgt%?. no new access CAPEX combined with NAT44.
- derives IPv6 from IPv4 addresses, * may require dedicated device in
eliminating need for much of IPv6 OSS the architecture (BR).

» efficient local routing of user-user traffic
- stateless = easier to operate

 easily combined with NAT44 to solve
IPv4x. decouples NAT44 from IPv6
deployment

* operational models of v4 and v6 are
very similar



tunneling
dual-stack lite — IPv4 in IPv6

= tunneling IPv4 using IPv6 transport.

= two common options allowed by:
http://tools.ietf.org/html/draft-ietf-softwire-dual-stack-lite-02

= dual-stack-lite with NAT44
tunnel from CPE is to a LSN NAT44 device.
LSN NAT44 is stateful. No CPE NAT44

= dual-stack lite Address+Port (A+P)
tunnel is between CPE and A+P Router
CPE is doing port restricted NAT44

Presen tation_ID
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v4 + v6 Broadband Residence
many End-to-End Permutations — no convergence yet

UNI
“'Subscriber

<" SP Access & Aggregation Domain

s\RG DSLAM Agg Sw BNG
NAT44 @
v4

CPE x Forwarding x Tunnel x Tunnel x Aggregation x RG Peering
*V6/E * Routing « Native v6 * X’ over Ethernet * 1:1 VLAN * One BNG
* v6 / PPPoE * Bridging * X’ over MPLS PW * 1:N VLAN * Many BNGs
* Mix * v6 / PPPoE « LNS Function
* v6/ v4
* Mix

== 46 end-to-end Permutations Identified
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broadband direction

» desired end state - fully dual-stack capable network

future investment should be oriented around committed dual-stack
BNG functionality

must support existing BNG feature set as well as support IPy4,v6,0E
feature sets

objective is to minimize non-dual-stack capable platforms within
deployed base

* mixture of PPPy.s} and IPoEq-s; support likely a key
requirement given variability in access platforms and CPE



addressing IPv4 only footprint
= ASAP - certify & deploy dual-stack capable CPE w/tunneling
capability

= deployment of CGN platforms to terminate v6 tunnels over
IPv4 only infrastructure enables incremental rollout over
existing IPv4-only infrastructure (use 6RD)

» enables congruency from subscriber policy application

i.e.. common QoS and service policy application

* minimizes churn of edge platforms

maximizes depreciation cycle



T
CPE considerations

» functionality timelines aren’t necessarily conducive to
deployment of D-S CPE - today

* interim requirement to deploy CPE which aren't fully dual-
stack capable

must insure vendor commitment to necessary IPv6 feature sets to
support tunneling and native dual-stack models

remote manageability via TR-069 feature sets critical

remote code upgrade - critical requirement



access platform considerations

= with the deployment of IPv6 - consideration should be given
to the ability of downstream platforms (especially DSLAMSs)
to support IPv6 features

insure support for IPv6 EtherTypes

insure support for MLD(v2) snooping capabilities if there’s a
requirement for broadcast video or multicast delivery over IPv6

DHCPv6 L2 relay functionality

IPv4 + IPv6 multicast co-existence - largely unexplored at this point



———
summary

= long term co-existence (transition) period is very likely

= not doing IPVv6 increases the new service adoption risk
and existing internet service costs over the long term.

IPVv6 is a long term must, but not quite a short term solution to
IPv4 exhaust.

deploying IPv6 incrementally will be key - start now!

= risk of IPv4 exhaust before all services or content move
to IPv6 is real, but adoption of IPv6 needs to be done
judiciously

start now!
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